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A secure channel is a mechanism that allows
Alice and Bob to communicate with the
properties of:

Confidentiality

- Messages can’t be read by a 3" party (3P)
Message Integrity

= Messages can’t be unknowingly modified by 3P
Sender Authenticity

= Valid messages creatable only by a 1P actor



Building a Secure Channel T@A{
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'@ Confidentiality
'@ i Message Integrity
' @ Sender Authenticity

What's 1+17?

2, HMAC-SHA256(s, 2)
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Replay Attacks T@A{

N~ 4

In our simple construction, using a MAC
does not provide sender authenticity in the
general case.

What's 1+17?

2, HMAC-SHA256(s, 2)
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Good to know
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Replay Attacks AT
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In our simple construction, using a MAC
does not provide sender authenticity in the
general case.

What's 5oo+5007?
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Freshness in Communications AT

N~ 4

An important aspect of S&P is ensuring not
only sender authenticity, but also freshness
of the messages being exchanged.

Knowing when you're talking with them
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| AM NOT A
CRYPTOGRAPHER
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A secure channel is a mechanism that allows
Alice and Bob to communicate with the
properties of:

Confidentiality

- Messages can’t be read by a 3" party (3P)
Message Integrity

= Messages can’t be unknowingly modified by 3P
Sender Authenticity

= Valid messages creatable only by a 1P actor



Thinking about Properties

Adversary A‘

Intelligent Actor

= Person, Group, or
Organization

Have own:

= Capabilities

= Motivations

= Intentions
Are NOT restricted
by expectations

Threat Modeling

A systematic approach to analyzing and
understanding potential weaknesses.

Enumerate
Mitigation
Options

Identify
Potential
Weaknesses

B

L
Evaluate

Mitigate Trade-Offs

For confidentiality,
who should we be
worried about?

Py
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Malicious Mallory

= An active and malicious actor
= Has all passive capabilities (read messages)
an modity/delay/discard messages
= Can be an unintended end-point (MitM attack)

4

Man-in- the Middle

O/ OO




Thinking about Properties

Adversary A‘
Intelligent Actor

= Person, Group, or
Organization

Have own:
= Capabilities
= Motivations

= Intentions
Are NOT restricted
by expectations

Threat Modeling

A systematic approach to analyzing and
understanding potential weaknesses.

Identify Enumerate
Potential Mitigation
Weaknesses Options
N
Evaluate L
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For confidentiality,
who should we be
worried about?

,IIIIIIIIIIIIII.




Building a Secure Channel T@A{

N~ 4

'@ Confidentiality
'@ i Message Integrity
' @ Sender Authenticity

What's 1+17?

2, HMAC-SHA256(s, 2)




Terminology

Plaintext (PT) — Unencrypted message that is
“readable” message to everyone.

Ciphertext (CT) — Encrypted message that is
“‘opaque” to everyone.

Cipher — Algorithm used for encrypting (PT->CT)
and decrypting (CT->PT).

Key Material (key) — Instance-specific secret
required to operate the cipher in a useful way.
Anyone with key can encrypt and decrypt.



Kerckhoffs’s Principle

A cryptosystem should
remain secure even if
100% of the system is
publicly-known except

the key material.



Kerckhoffs’s Principle 7 AN
Vi

(Break-Out #1) S=——

Implementation shouldn’t rely
on “security through obscurity”.



Kerckhoffs’s Principle 7 AN
Vi

(Break-Out #1) S~

Implementation shouldn’t rely
on “security through obscurity”.

A system/component is explicitly and
knowingly reliant on the non-availability of
info about the design/architecture.



Obfuscation when messages are “munged
iIn a way as to appear to be safe but without
adding any actual security.
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Kerckhoffs’s Principle

(Break-Out #1)

Implementation shouldn’t rely
on “security through obscurity”.

o) B6.4(2) is Mgo>
oot 05> s =

Mgo=, HMAC-SHA256(s, 2)

N\

Speaking in code
now are we?




Kerckhoffs’s Principle 7 AN
Vi

(Break-Out #1) S=——

Implementation shouldn’t rely
on “security through obscurity”.

< UnB64(Mgo=) is 2 > What's 1417 @(2) is Mgo>

>
i y Mgo=, HMAC-SHA256(s, 2)

|




Kerckhoffs’s Principle

(Break-Out #1)

Implementation shouldn’t rely
on “security through obscurity”.

< UnB64(Mgo=) is 2 > What's 1417 @(2) is Mgo>
' >

Mgo=, HMAC-SHA256(s, 2)

B64 = ...
UnB64 = ...
This is just a waste

of everyone’s time
including my own.




Kerckhoffs’s Principle 7 AN
Vi

(Break-Out #2) S=——

Ciphertext must be realistically
secure at a minimum but
provably secure if possible.



(P, V1) are special HVZK, then so is (P, V).

Proof sketch. Correctness is clear.
For knowledge soundness, if (F, V) has extractor Extg s
the extractor for (P, V) is

< Simo(yo.c) and (t1,21) « Simi(y,c).



Kerckhoffs’s Principle 7 AN
Vi

(Break-Out #2) S~

Ciphertext must be realistically
secure at a minimum but
provably secure if possml

What's 100+1007? @

i 202, HMAC-SHA256(s, 202)

Close but still
not right?




Kerckhoffs’s Principle 7 AN
Vi

(Break-Out #2) S~

Ciphertext must be realistically
secure at a minimum but
provably secure if possml

What's 42+313377? @

i 31381, HMAC-SHA256(s, 31381)
141-4 == -2

100+100-102 == -2
424+431337-31381 == -2




Kerckhoffs’s Principle 7 AN
Vi

(Break-Out #2) S=——

Ciphertext must be realistically
secure at a minimum but
provably secure if possibl




Kerckhoffs’s Principle ) AN
S

(Break-Out #2) S=——

Ciphertext must be realistically
secure at a minimum but
provably secure if possml

What's the combination to my luggage? %
i 4839583, HMAC-SHA256(s, 4839583)

Don’t know yet
..but I will.




Kerckhoffs’s Principle

/g

N~ 4

(Break-Out #3)

Key material must be
easy to change, verify,
store, and transfer.



Key Rotation A‘l

N~ 4

Key Rotation is the process of replacing
in-use key material for all 1P actors without
greatly interfering with operation.

Static keys are bad (non-rotatable)
Rotatable keys are good (can be rotated)
Rotating keys are best (are being rotated)

Using the right key at the right time is
just as important as having the key.



Kerckhoffs’s Principle 7 AN
Vi

(Break-Out #3) S=—

Key material must be
easy to change, verify,
store, and transfer.

Change: Rotate

Verify: Check correctness
Store: Hold until later
Transfer: Deliver new versions



Building a Secure Channel T@A{

N~ 4

'@ Confidentiality
'@ i Message Integrity
' @ Sender Authenticity

What's 1+17?

2, HMAC-SHA256(s, 2)

<
L | believe.




Kerckhoffs’s Principle 7 AN
Vi

(Break-Out #4) S

Don’t make unrealistic
assumptions about the abilities
or competence of the humans
who use/operate the system.
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HMAC-SHA256 by Hand




Kerckhoffs’s Principle ) AN
S

(Break-Out # 4) S

Don’t make unrealistic
assumptions about the abilities
or competence of the humans
who use/operate the system.

Humans are an unsolved security problem

= Will fail in every known, imaginable, and
unimaginable way possible.

= Sometimes will fail intentionally but w/o malice
Humans may be an unsolvable problem



Kerckhoffs’s Principle

(Break-Out #5)

Interoperate with existing

infrastructures, topologies, and
protocols at higher and lower levels

deally, system should be = e
100% transparent to —
existing infrastructure | o —
Systems that are hard to ... e
deploy usually don’t e o T —

get dep I Oyed et it




Kerckhoffs’s Principle 7 AN
Vi

(Break-Out #6) S~

Should be generic and reusable
across many different hardware
and software platforms.

Reusable and re-implementable
Over customization for a single
use-case reduces ability to be
leveraged for others
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One-Time Pad is the only
cryptosystem known to be
unbreakable even infinite
computational resources.

“ct[i] = pt[i] XOR key[i]
= Extremely fast to encrypt and decrypt
= Extremely easy to implement safely
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o
-%_ paintext 011010101101001100
> kv  XOR 110101010101101011
Q  clphertex 101111111000100111
LLl
-
2 pnerte 101111111000100111
S « XOR 110101010101101011
G plaimec 011010101101001100
a
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/g
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ct[1] = pt[1] XOR key[1]

Due to the requirement that the key never
be reused, naive one-time pad ciphers
require:
Strong randomness for all key material
Message-length key material
Per-message key material

Lots and Lots of KEYMAT



Pseudorandom Number ) AN
AT

Generator (PRNG) S

A Pseudorandom Number Generator
(PRNG) maps a k-bit random input to an
n-bit pseudorandom output (n > k).

Used to “expand” randomness into more
random-like data
Use a secret “seed” (s) for unpredictability



Stream Cipher

Shared seed known
by all participants

Seed is “expanded” to
the length of the
message

= PRNG

Infinite-Length
One-Time Pad



Pseudorandom Number ) AN
AT

Generator (PRNG) S

A Pseudorandom Number Generator
(PRNG) maps a k-bit random input to an
n-bit pseudorandom output (n > k).

Used to “expand” randomness into more
random-like data

Use a secret “seed” (s) for unpredictability
Not safe for generating keys

Safe for some uses crypto usage

but only SOME uses
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Was widely used for ;

while GeneratingOutput:

speed and simplicity i = (i+1) mod 256

J = (J + S[1]) mod 256

-

_— . .
Should not be used swep values of S[i] and 5[3)
. v
K := S[(S[1] + S[]]) mod 256]
oundrnd W
Distribution Exan Exampl Example: keystream byte 352
0.003921509 | [
0.003906488 0.003906488 | 0.003906488 ‘
0.003917694 | } )"
0.003906369 -| 0.003906369 —| 0.003906369 U
0.003913879 | TS N
} o RN
ooosetooes | |\, 0.003906250 - 0.003906250 | oovssoeaso | PRt M\/f \x\
[\ I el 1Y
£ 0.003906250 | N = =) ‘ o = g N
5 [ “\ 5 0.003906131 - l 3 0.003906131 "W¢MK 5 0003906131 - 2
8 [ Yy 8 S S
& 0.003902435 - ’ ‘%ul a T a
B 0.003906012 | 0.003906012 0.003906012 | H Q
Biases quickly
0.003905892 -| 0.003905892 | 0.003905892 | H
oousesesos || } become quite weak
0.003890991 - 0.003905773 /// 0.003905773 0.003905773 -
0.003887177 Y
T T T T T T T !
0 16 32 48 0o 16 33 0 16 3]2 48 0 16 3|2 48 sia z;o 9‘6 11‘2 1&3 1;4 1éo 17‘6 192 208 2£4 240 2&":6
Keystream byte value

https://www.rc4nomore.com/



Block Cipher
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CIPHERTEXT

A

Fixed-size input

Fixed-size output

- Substitutions from

secret internal state
« “S-Boxes”

Multiple “rounds” to
Increase substitutions



/g
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1977 — Standardized by NIST

= NSA heavily involved in design
64-bit block cipher using 56-bit key
Often implemented in hardware due to

computation needs and complexity

1990 — Differential cryptanalysis discovered

= General technique against block ciphers
1998 — EFF DES Cracker operational

= Brute-force attack on key



/g
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Never ever, ever,
ever use
single-DES



/g
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1995 — A “hot patch” for DES via RFC
Exact same algorithm w/ multiple keys

= Encrypt = decrypt - encrypt
Best-case construction is 168-bit key

Vulnerable to “meet-in-the-middle” attacks

= Brute-force: 2% space + 2'12 operations
2016 — Practical collision attack (Sweet32)

= DES is 64-bit block cipher (2366 blocks needed)
= “Got lucky” w/ 220 block in 25 minutes vs. TLS



/g

N~ 4

3DES Is a weak
cipher and should
be iImmediately
deprecated.




AES — Advanced Encryption Std H
N~

2001 — Standardized by NIST

128-bit block size

128/192/256-bit keys

= Bigger key - same algorithm + more rounds
Invertible S-boxes

= Same used for both Encrypt() and Decrypt()
AES-256 approved for CNSA

= “Commercial National Security Algorithm Suite”

= Encrypt TOP SECRET information and broadcast



Building a Secure Channel T@A{
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'@ Confidentiality
'@ i Message Integrity
' @ Sender Authenticity

What's 1+17?

AES256(s, 2), HMAC-SHA256(s, 2)




Problem 1

Re-using key material for different
algorithms can reveal information about the
key material’s value.

What's 1+1?

AES256(s, 2), HMAC-SHA256(s, 2)




Key Derivation Function (KDF) A‘l
N\ 4

A Key Derivation Function (KDF) is one
which can safely and deterministically turn
one shared-secret into multiple.

HKDF is commonly used for protocols

PSK —> HKDF-Extract = Early Secret

+———— > Derive-Secret(., "ext binder" | "res binder", "")
| = binder_key

I

= > Derive-Secret(., "c e traffic", ClientHello)

| = client_early_traffic_secret

+———— > Derive-Secret(., "e exp master", ClientHello)
| = early_exporter_master_secret

Derive-Secret(., "derived", "")
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Building a Secure Channel T@A{

N~ 4

What's 1+17?

AES256(s’, 2), HMAC-SHA256(s", 2)

s’ = KDF(s, ‘‘label 1)
s’? = KDF(s, ‘‘label 2)



Problem 2

Block ciphers are fixed-length inputs/outputs
and messages are ... not.

Block Cipher

Fixed-size input

Fixed-size output

Substitutions from
secret internal state
= “S-Boxes”

Multiple “rounds” to
increase substitutions




Cipher Mode A‘l

N~ 4

A cipher mode is a way to use a fixed-size
block cipher with arbitrary-sized data.

Needed due to small/fixed cipher-width
(AES256 == 256 bit blocks)

Choice can heavily impact the
performance of the cryptosystem
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Project 1A Output

stdout

stdout

stderr

You exit w/ code 66.
Make converts to
stderr message.




Project 1A Auto-Runner

Very similar to the auto-grader but is not
the auto-grader

Runs only the
spec’s testcases

If you haven't built
your own testing
harness, can be
extended




“But it looks the identical” T@A{

N~ 4
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