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Malware Distribution

Malware is distributed via almost every
Imaginable technique and vector.

= Installed via Exploitation



Control Flow Hijacking T:.;A.T
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Control flow hijacking is when the attack
gains the ability to maliciously influence the
program’s execution path.

End-goal of most binary exploitation
attacks and technique

If you control EIP, you control the world.
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IN THE WILD —

Windows code-execution zeroday is under

active exploit, Microsoft warns

There's no patch available now. Here's what to do until Microsoft issues one.

DAN GOODIN - 3/23/2020, 2:40 PM

ZERODIUM Payouts for Desktops/Servers’

Upto

UL EEm Windows | RCE: Remote Code Execution
. macOS LPE: Local Privilege Escalation
EEE Linux/BSD | SBX: Sandbox Escape or Bypass
Any 0OS VME:Virtual Machine Escape

Upto Chrome

$500,000 RCE+LPE
5000 N

Up to MS Outlook
$250,000 RCE

Up to
$200,000

Upto Edge Firofox
$100,000 RCE+LPE RCE+LPE RCE

win Win |

Up to Adobe PDF
$80,000 RCE+SBX

Upto WinZip

RCE
Up to Antivirus
$10000 LPE

* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners.
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0-Day Vulnerability

= Brand-new to vendor,

defenders, and users
= Find, exploit, & install

Upto
$2,500000

Up to

Upto

Upto
$200,000

Up to

2.001

Persistence

ZERODIUM Payouts for Mobiles’

WeChat
RCE+LPE

108 /AndroK)

FCP: Full Chain with Persistence
RCE: Remote Code Execution
LPE: Local Privilege Escalation
SBX: Sandbox Escape or Bypass

RCE+LPE

108/Androld

RCE+LPE

10S/Andreld

- 0S
N Android
= Any OS

Email App

RCE+LPE RCE+LPE

RCE+LPE
10 /Androk

N

[kJASLR
Bypass

10S/Androld

Disclosure

105 /Androk)

* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners.

Passcode
Bypass

Zero Click

iMessage
RCE+LPE
Zero Click

SMS/MMS
RCE+LPE

10S/Anaro

RCE+LPE

Safari RCE
w/o SBX

2019/09 © zerodium.com




Google » Chrome : Security Vulnerabilities, CVEs Published In 2025

Published in: =~ 2025 January February March April May June July August September
CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 8 9 In CISA KEV Catalog
Sort Results By : Publish Date 1§ Update Date 1§ CVE Number 1§ CVE Numbert§ CVSS Score }§ EPSS Score 1}

Page: 1 18 Copy
CVE-2025-34092 Max CVSS

A cookie encryption bypass vulnerability exists in Google Chrome's AppBound mechanism due to weak path validation EPSS Score -

logic within the elevation service. When Chrome encrypts a cookie key, it records its own path as validati i 2025-07-02
metadata. Later, when decrypting, the ion service p: ther ing process’s path to this stored path. Updated 2025-07-03

However, due to patly

binary chrome.exe a
Source: VulnCheck

CVE-2025-34091
A padding oracle vu
decryption failure bq
blobs. A local attack

between padding an| Verified Has App Filters
DPAPI layer and eve!
Source: VulnCheck
CVE-2025-34091
) Show| 15 j Search: | chrome
A security bypass v
validation of COM s4
Ientlf .
s denttler (o1 Date = D A V Title Type Platform  Author
inary. When this hij}
by user-DPAPI), ther]
Source: VulnCheck Google Chrome 80.0.3987.87 - Gem Onat
2020-03-23 ¥ X Heap-Corruption Remote Denial of DoS Windows
CVE-2025-10892 Senvice (PoC) Karagun
Integer overflow in
Naacia Google Chrome 80 - JSCreate Side-
2020-03-09 % ’ Remote Multiple Metasploit
effect Type Confusion (Metasploit)
Google Chrome 67, 68 and 69 -
2020-03-09 % Object.create Type Confusion Remote Multiple Metasploit
(Metasploit)
Google Chrome 72 and 73 -
2020-03-09 % Array.map Out-of-Bounds Write Remote Multiple Metasploit
(Metasploit)
Google Chrome 74.0.3729.0 /
76.0.3789.0 - Heap Use-After-Free Google
2019-08-07 ¥ in DoS Multiple Security
blink::PresentationAvailabilityState:: Research
UpdateAvailability

0-Day Vulnerability
N-Day Vulnerability

= Patch exists but is not
applied to host

= Old =!= Ineffective
= Google, exploit, & install
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The_XPocalypse is upon us: Windows XP
support has ended

Without patches, it's inevitable that systems are going to get pwned.

0-Day Vulnerability
N-Day Vulnerability
Perma-Vuln («-day)

.......

.......

o

= o ! B Microsoft v (A

= Worse version of n-day
= Will never be patched

Windows * '
January 1= WIEEDR

Windows 7

BRIAN BARRETT SECURITY 88.265.2828 89:88 AM

= 0

Support v

Windows

October | the Internet

Security News This Week: Windows
XP Source Code Got Leaked All Over

SIGN IN

Q

SUBSCRIBE




9)

& danielmiessler / SecLists @®Watch 17k YrStar 27.4k % Fork 13.5k

<> Code Issues 13 I’} Pull requests 16 *) Actions || Projects

Password Cracker THC Hydra

CyberPunk » Password Attacks

0-Day Vulnerability
N-Day Vulnerability
Perma-Vuln («-day)
Password Guessing

= Default creds are bad

= Repeatedly try until
successful or blocked

= Gain access & install



u visit a
compromised webpage

EQ
Your PC

Th wbpag ontacts

The exploit page finds out what your PC
s vulnerable to...

explo -tkltpage

and h plltthtwll
pelf IIy nfect your PC

0-Day Vulnerability
N-Day Vulnerability
Perma-Vuln («-day)
Password Guessing
Drive-by-Download

= Clients are largely not
arbitrarily accessible

= Get client to interact w/
attacker & hijack

= Get interaction, profile,
select, & install



Malware Distribution ?Aé.‘
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Malware is distributed via almost every
Imaginable technique and vector.

= Installed via Exploitation
= Installed via Third-Party



Installed via Third-Party

= Added to benign SW
by developer

= Leverage existing
userbase & trust



Installed via Third-Party
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Adware vendors buy Chrome Extensions to
send ad- and malware-filled updates

Once in control, they can silently push new ad-filled "updates" to those users.
RON AMADEO - 1/17/2014, 5:10 PM

€he New YJork Times 2

SUBSCRIBENOW = LOGIN

ADVERTISING

Adblock Plus, Created to Protect Users
From Ads, Instead Opens the Door

By Sapna Maheshwari

Sept. 18, 2016 f vy = H

Added to benign SW
by developer

= Leverage existing
userbase & trust

= Change of control



Installed via Third-Party

SOURCEFORGE

Today We Offer DevShare (Beta), A Sustainable Way To Fund Open Source Software

Most Recent News and Event General Project of the Month Opinion Tips and Tricks

Today We Offer DevShare (Beta), A
Sustainable Way To Fund Open Source
Software

By rgaloppini July 1st, 2013
Today SourceForge it is excited to launch DevShare, a new opt-in, revenue-sharing program

aimed at giving developers a bettg

= Google AdMob
and sustainable way.
See how much you could earn
from AdMob
Game:
d
nnnnnnnnn y Active Users @ 50,000

Your potential annual revenue

as a reference.

${2||5(710

)

Added to benign SW
by developer

= Leverage existing
userbase & trust

= Change of control
= Explicitly for revenue



Installed via Third-Party

= MIAEE 00 soa s a ,
Added to benign SW
_ by developer
A Mysterious Hacker Group Is On a :
Supply Chain Hijacking Spree Added by attacker via
?o?:;:ﬁi:; I::TE; tCthl::(;saes:\:ﬁIl’(:;sy :::s;.)oisoned the software of at least six S u p p | y—C h a i n a Cce SS

= Unknown to developer
= External dependencies



Installed via Third-Party

= IEEE SIGN IN SUBSCRIBE Q

Added to benign SW

_ by developer
A Mysterious Hacker Group Is On a :
Supply Chain Hijacking Spree Added by attacker via

A group of likely Chinese hackers has poisoned the software of at least six

companies in just the past three years. S u p p | y-C h a i n a Cce SS
a’ s = = Unknown to developer
SourceForge grabs GIMP for Windows’

account, wraps installer in bundle-pushing * External dependenC|eS
e - Distribution mechanism

)Y GREENBERG SECURITY B5.83.2818 B7:88 AM

SOURCEFORGE

GIMP-Win project wasn't hijacked, just abandoned

Most Recent News and Event Gener a Project of the Month Opinion Tips and Tricks

GIMP-Win project wasn’t hijacked, just abandoned

By Community Team May 27th, 2015

[Updated on 22th of June 2015 : Though the two-day offers test completed May 27th, we took further
action on our project mirroring program on June 18th. See the update at http://sourceforge.net/
blog/project-mirroring-policies-will-be-revisited-with-our-community-panel-existing-mirrors-removed/]




About Issues Our Work Take Action Tools Donate Q
30

ELECTRONIC
FRONTIER
FOUNDATION

Inside the Invasive, Secretive “Bossware”
Tracking Workers

Added to benign SW
by developer

Added by attacker via
supply-chain access
“Owner” adds for
compliance/policy

= Bossware, mobile device
management (MDM)



Added to benign SW
by developer

Added by attacker via
supply-chain access
“Owner” adds for
compliance/policy
Preinstalled

= May not be obvious

= May be force-installed



Pre-Installed Malware
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HE BUSINESS JOURNALS
SAN FRANCISCO NDER 40
BUSINESS TIMES Special Section: Meet the 40 Under 40 Class of 2020

Superfish dives deep into visual search

Pal

WIRER

If you buy something using links in our stories, we may earn a commission. Learn more.

Technology

Lenovo faces huge hacklash over Superfish adware

dl'S TECHNICA Q

BIZ & IT—

Lenovo PCs ship with man-in-the-middle
adware that breaks HTTPS connections
[Updated]

dl'S TECHNICA Q =

BIZ & IT—

How to remove the Superfish malware:
What Lenovo doesn’t tell you

Uninstalling the software doesn't undo the damage it does to your system.

PETER BRIGHT - 2/19/2015, 4:55 PM

Came pre-installed
on Lenovo laptops
Was an ad-supported
visual search startup
Actively MitM traffic
for ad injection
Injected root CA
SAME PRIVATE KEY
ON EVERY SINGLE
INSTALL



The Story of Superfish

The Hacker News

A Home ¥ Newsletter ™ Webinars

E
SAN FRANCISCO 40 UNDER 40
BUSINESS TIMES Special Section: Meet the

INDUSTRIES & TOPICS A NEWS LISTS &LEAD

1stalled

rechnoloay Lenovo Caught Using Rootkit to Secretly Install Unremovable
Superfish dives deep| Software a ptO p S
Pa WETRISD 9 Aug 13,2015 & Swati Khandelwal -‘
7 supported
If you buy something using link
h startup
‘echnology

Lenovo faces huge traffic

Using Rootkit to Secretly
adware that b Install Unremovable Software
[Updated]

SINGLE

BIZ & IT—

How to remo
What Lenovqg Two years ago Chinese firm Lenovo got banned from supplying equipment for

wabuarlo of tha intolliconon and dofonco coniooc

Uninstalling the software doesn't undo the damage 1t does to your system.

PETER BRIGHT - 2/19/2015, 4:55 PM

sariouo oountrioo diuo do bhagoliing and




Malware Distribution ?Aé.‘
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Malware is distributed via almost every
Imaginable technique and vector.

= Installed via Exploitation
= Installed via Third-Party
= Installed via User



Installed via User

A Social Engineering

Your device, , has been attacked by a m User |S tr|Cked |nt0
iInstalling themselves

= Can be last-resort of
drive-by-download

Update recommended for
@ Google Chrome Browser

Accept and Install

details.

NSTALL ANTIVIRUS




Installed via User

Lukas Stefanko Ve
@LukasStefanko
Don't install these apps from Google Play - it's malware.

Details:

-13 apps

-all together 560,000+ installs

-after launch, hide itself icon

-downloads additional APK and makes user install it
(unavailable now)

-2 apps are #Trending

-no legitimate functionality

-reported

Social Engineering
Freeware/Shareware

= Cheap, low-effort
applications as bait

= Packed w/ arbitrary libs

= If you can’t figure out
what the product is...
it’s probably you.



Installed via User

Support The Guardian O sign in rl\he

Guardian Social Engineering
ews Opiion Sort Culure Lifetyle e F re ewa re / S h a reW a re
Untrusted sources

@ This article is more than 2 years old . . . 0
Fortnite players using Android phones at Even if it works 100%
risk of malware infections the same it’S most

= IGIENR iGN N susscRIE  Q . ’

p likely not

= SIDE-LOAD-ing APKs
Impostor Fortnite Android Apps Are .
Already Spreading Malware is extremely

il @rs) TeCHNICA : dangerous

are| Q

Malicious warez hosted on Bitbucket get
more than 500,000 downloads

Ongoing campaign installs credential stealers, RATs, ransomware, and
cryptominers.

DAN GOODIN - 2/5/2020, 3:10 PM




Changes Coming to Android

Side-Loading

Android Developers Blog

ars) TECHNICA C

25 August 2025

A new layer of security
for certified Android
devices

B sh B 8 &
ar
e

Posted BnSuzanne Frey — VPR, Product, Trust & Growth for Android

You shouldn’t have to choose between open and secure. By
engineering security into the core part of the OS, Android has proven
that you can have both, and we continue taking new steps in that
direction.

Google will block sideloading of
unverified Android apps starting next
year

Google says it's no different than checking IDs at the airport.

-
. .. - -

TEXT SETTINGS

Android's open nature set it apart from the iPhone as the era of
touchscreen smartphones began nearly two decades ago. Little by

little, Google has traded some of that openness for security

ecurity initiative could make the bi

aonflblaclinmeliad camme Can~lal




Installed via User

dl'S TECHNICA Q

Social Engineering

Malicious warez hosted on Bitbucket get Freeware/Shareware
more than 500,000 downloads

g;izzrﬁi;:ﬁ?aign installs credential stealers, RATs, ransomware, and U n t ru Ste d S O u rC e S
“Cracked” software

= Promise free-version

KrebsonS it of paid software
rensonsecuri
In-depth security news and investigation y - Often aCtua”y are

“key-hacked” version
20 Software Cracks: A Great Way to Infect Your PC « WaReZ. Torrents. P2P

I often get emails from people asking if it’s safe to download executable programs from peer-
to-peer filesharing networks. I always answer with an emphatic “NO!,” and the warning that
pirated software and cracks — programs designed to generate product keys or serial
numbers for popular software and games — are almost always bundled with some kind of
malware. But I seldom come across more than anecdotal data that backs this up.

DAN GOODIN - 2/5/2020, 3:10 PM




Installed via User

Social Engineering

Freeware/Shareware
THEVERGE  fcch - REVIEWS - SCIENCE - ENTERTAINMENT . MORE 2 Q UntrUSted Sources
“Cracked” software

llllllllllllllllllllllll | “Bundled” software
W|th Edge Microsoft's forced "

Windows updates just sank to * Installs the software you
anew low want to install

It undermines Microsoft’s own argument that automatic updates are critical

Hollister | @StarFire2258 | Jul 2, 2020, 3:54pm EDT . AI SO i n Sta I I itS fri e n d S




Malware Distribution ?Aé.‘
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Malware is distributed via almost every
Imaginable technique and vector.

= Installed via Exploitation
= Installed via Third-Party
= Installed via User
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Software Facts of Life

Software has bugs

Some bugs are weaknesses

Some weaknesses are vulnerabilities
Some vulnerabilities [FEASEHES

can be exploited

Something that fails in unintended ways

Someone has an eakness

Bug that may be able to harm S&P

interest in exploiting || = Vaneraiey

exploitation Weakness which can be intentionally triggered

for attacker’s gain

others for gain -

Way to leverage a vulnerability




Do you trust other people’s A‘-

code? S——

Linux kernel: 27.8M lines of C
= Pointer math, raw byte buffers, etc.

= C99 compliant code lacks features like “smart
pointers”, threads, implicit bounds-checking,...

= Written, reviewed, and tested by those strange
and mythical people known as “kernel devs”



Do you trust other people’s

code?

= Do you use an HP computer?
= Android OS or Google’s Android Apps?
= Google services (GMail, Docs, Calendar,

etc)?

7 / f I? \ 7 : , ,/z"f’/p’//l ; ':\;\\"‘:\; .

i / ,;ul;{{.?/l/}/i i f/ / l////t | -. 1 ;

i i .

T HHIH!
54 .l j

Finster Professor Shady Professor Profesor Turbio



Threat Modeling

A systematic approach to analyzing and
understanding potential weaknesses.

Identify Enumerate
Potential Mitigation
Weaknesses Options

Evaluate j‘

Mitigate Trade Offs




Principle of Least Privilege H
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The Principle of Least Privilege is that
access to data & resources is limited those
who need for routine, authorized purposes.

“Specific users can only run specific apps”
“Normal users aren’t root-users”
“routine” means ROUTINE

= Having continuous ability to do something that is
only needed every 3 years is ... less-than-ideal



Principle of Complete Mediation H
N~

The Principle of Complete Mediation is
having a trusted entity validate any privilege
use to ensure its validity.

OS validates user X can run app Y

OS validates that app Y is allowed to
access resource Z



Applying Principles T:.;A.T
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Security Model — An abstraction to
Ssubjects, permissions, and objects to
allow reasoning about S&P properties.

Security Policy — The mapping of
subjects, permissions, and objects to
implement the security model.

Security Mechanism — The technical
measure that enforces the security policy.



Access Control Model

Formal Models Filesystem Example
Discretionary Access Subjects
Control (DAC) Users
Mandatory Access Groups
Control (MAC)

Role-based Access Permissions

Control (RBAC) Read

Bell-LaPadula Write

<many, many more> Execute

The real-world is a Objects
mixture of all. “Files”(data, binary, device)

Hierarchies (multiple files)



Access Control Policy

Create a logical representation of who has
access to what file.

Enumerate users Objocts
Enumerate files el | Flez | Fles | Fied
Give specific USers ' e i ™ rowces nosces
specific access to

read/

) Bob read write no access No access
P . o
specific files s pPa
3 Carol read write :::ite ::r?ite
Default: no-access
Wendy 2L fead; read read

write write




During Planning

Create a system that
is defendable




Subject Tracking Mechanism

Implement the policy in the real-world.

@d :~$ whoami; id -u
Users assigned user id
Users can masquerade adesktop:~$ sudo whoani
as other users ) s for e
Users assigned to groups e
for simplicity (logic/mgmt) K.
Groups are meta-users in some but not
all aspeCtS @desktop:~$ $sudo -uadm bash -c ‘hi’

Sorry user adm is not allowed to execute '/usr/bin/bash
:~$ $ sudo -u root bash -c *hi’

hi



User Permission Tracking

3 permission bits per object (RWX)

user@desktop:~$ 1ls -1
d rwx rwx --- 1 user user 4096 Apr 2 15:56
- rw- rw- r-- 1 user user © Apr 11 04:15 test.py

Owner " Group ~ Others
d rwx rwx --- 1 user faculty 4096 Dec 28 21:09

Each object has an “owner” and a group
Only owner can change the permissions
Or' group __\_J_" $ 1s -1

- 1 user faculty 302 Apr 11 04:15 main.py

lesktop:~$% chmod 751 main.py
odesktop:~$ chgrp adm main.py
USel ;\;U,,QJ top: $ 1s -1
- PWX r-xX r-x 1 user adm 302 Apr 11 04:15 main.py




OS Mediation of File Access .'A‘l

:~$ whoami; id -u

Who is trying to act?

What are they trying to act on?

e S K |
d rwx rwx --- 1 user user 4096 Apr 2 15:56
- rw- rw- r-- 1 user user © Apr 11 04:15 test.py
d rwx rwx --- 1 user faculty 4096 Dec 28 21:09

What are they trying to do?

A”OW aCtion or not? Owner " Group ~ Others



Processes as Subjects

Processes permissions are logically
identical but slightly different in details.

Process inherits user permissions (default)

= Effective User ID (EUID)

= Effective Group ID (GUID)
EUID/GUID can be set manually:

= sudo, setuid, sq, ...

= Requires root user



SO T R T RO MO A A

>
=
=
F
-
=
- m
=
:’
I

sosurx i = Create a system that

IS defendable

902251977
FACULTY / STAFF

= Maintain the
mechanisms for
defending it

GE



Do you trust other people’s A‘-

code? N\ /4

= Do you use an HP computer?
= Android OS or Google’s Android Apps?

= Google services (GMail, Docs, Calendar, etc)?

;‘1"' 77 7/ ' ! ?Ff‘}\.\\ " ‘/ y N .\;\\? (/{/ A Y
. Y e b
j i A
T
i ‘

Finster Professor Shady Professor Profesor Turbio
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Course Notes

Project 1A

= Grades posted tonight

= Remember that 1A is HALF of Project 1
Project 1B

= Finishing-up this week, expect Friday
Exam 1

= Grades & Scans posted tonight
Midterm

= On Tuesday, 070ct2025 (1 week from today)



