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IN THE YEAR 2023, NO
PUBLIC-FACING WEBSITE
SHOULD NOT SUPPORT &

UPGRADE TO HTTPS.



Key Distribution Problem A‘l
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Key Distribution Problem is the generic
name used to reference real-world
challenges from a nominally simple need.

Is well-known and widely maligned
Directly applicable to shared secrets
Also applicable to non-secret provenance



SSL Certificate Chains

L eaf Certificate

MIIFijCCBHKGAWIBAGIQ! TPRa40upkXT10JKI i QSFADB2
MQSWCQYDVQOGEwJVUZELMAKGA1UECBMCTUKXE jAQBGNVBACTCUFubiBBecmIveJES
MBAGA1UEChMJISW50ZXJuZXQyMREWDWYDVQQLEwhJbkNvbW1vbjEfMBOGA1UEAXMW
SW5Db21tb24gUINBIFNlcnZlciBDQ 0 MTcy
MzUSNT1aMIHIMQSwCQYDVQQGEWJVUZEOMAWGA 1UEERMFMz Y ANDkXEDAOBGNVBAGT
BOFSYWJhbWEXG jAYBGNVBACTEUF 1¥YnVybiBVbml22XJzaXR5SMSAWHGYDVQQIEXCZ

Name
Country US
36849
State/Province Alabama
Locality Auburn University
300 Lem Morrision Drive
Organization Auburn University
Organizational Unit  Office of Information Technology
Common Name auburn.edu

Intermediate
Certificate

Issuer Name
Country US
State/Province M|
Locality Ann Arbor
Organization Internet2
Organizational Unit InCommon
Common Name InCommon RSA Server CA

MIIF3jCCA8agAwIBAGIQAf1tMPyjylGoG7xkDjUDLTANBgkghkiG9wOBAQWFADCB
xDELHAkGAIUEBhHCWHszARBgNVBAqTCks 1dyBKZXJzZXkxFDASBgNVBACTCOpl
cnNl NFULRSVVNUIES1 JASBGNV
BAHTJWTRVJUCandCESUOEgQZVer‘1 1vbiBBdXRob3JpdHk

JM10TUSWjCBiDELMAKGA1UEBhMCVVMXEZARBGNV
BAgTCkSldyBl(szzzxkxFDASBgNVBAcTCOplanleSBDaXRSHRGwHAYDVQQKExVU
aGUgVVNFULRSVVNUIES L TJVVTRVJIUcnVzdC vy
dGlmaHthGIVb.IBEdXRob3dekaggIlMAOGCSqGSijDQEBAQUAAA ICDWAwWggIK
AOICAQCAEMUXNg7D2wiz0KxXDXbtzSfTTK1Qg2HigqiBNCS1kCdz0iZ/MPans9s/B
3PHTsdZ7NygRK0faOca80hm0X6a9£22jY0K2dvKpOyuR+0Jv0OwWIJAJPuLodMkY
i :

Root Certificate

Name
Country US
State/Province M|
Locality Ann Arbor
Organization Internet2
Organizational Unit InCommon

Common Name InCommon RSA Server CA

Issuer Name
Country US
State/Province New Jersey
Locality Jersey City
Organization The USERTRUST Network
Common Name USERTrust RSA Certification Authority

----- BEGIN CERTIFICATE--
MIIF+TCCA+GgAwIBAGIQRYDQ+OVGGN4 XOWQCKYRjdDANBgkghkiGIw0BAQWFADCE
:LDELMAkGAlUEBhHCVVHszARBqNV’BAqTCkSldyBKZXJszkxFDASBqNVBACTCOpl
cnNleSBDaXR5 voQ JqVVNPUlRSWNUIBSldevcmst]AngNV
BAMTJVVTRVJUchdeBSUOEgQZVyd(‘ 1 1lvbi 0x
MDA2MDAWMDAWWhCNMjQxXMDA1MIM10TUSWIB2MQOsSWCQYDVQQOGEWIJVUZELMAKGALUE
CBMCTUkXEjAQBgNVBACTCUFubiBBcmJIve JESMBAGALUEChMISW502ZXJuZXQyMREW
DwYDVQQLEwhJbkNvbW1vbjEfMBOGA1UEAXMWSW5Db21tb24gUINBIFN1cnZ1ciBD
QTCCASIWDQYJKoZIhvcNAQEBBQADGG! CAQOCggEBA £2MYFVFRVA+e
XUSNEF j6MJIsXKZDmMwysE1N8VJIG06thumd 1tuzM+j9INpun5uukNDBgeso7JcCTv
HgVSIest)aXprOCS/HerunszmCBShJORGIVSONvistlzzfvtekanI/tBPP

Country US
State/Province New Jersey
Locality Jersey City

Organization The USERTRUST Network

Common Name USERTrust RSA Certification Authority

Issuer Name
Country US
State/Province New Jersey
Locality Jersey City
Organization The USERTRUST Network
Common Name USERTrust RSA Certification Authority




Root Certificate Authorities

(Root CAs)

Certificate Manager

Your Certificates People

Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name

v AC Camerfirma S.A.
Chambers of Commerce Root - 2008
Global Chambersign Root - 2008

v AC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce R...
Camerfirma Global Chambersign Root

v ACCV
ACCVRAIZ1

v Actalis S.p.A./03358520967
Actalis Authentication Root CA

\ Security Device

[ JON | ©)
Builtin Object Token "~ Keychains
Builtin Object Token @ login

ll’ Local Items
(1 System

Builtin Object Token (=] System Roots

Builtin Object Token

Builtin Object Token

Builtin Object Token

View... Edit Trust... Import...

Export... Delete or D|

Category
A Al ltems
/.. Passwords
Secure Notes

[l My Certificates
i Keys
[Z certificates

Q

— VRK Gov. Root CA

Certffeate | oot certificate authority

S - Expires: Monday, December 18, 2023 at 07:51:08 CST
! @ This certificate is valid
Name ~ Kind Expires Keychain

2] AAA Certificate Services certificate Dec 31, 2028 at 5:59:59... System Roots
2] AC RAIZ FNMT-RCM certificate Dec 31, 2029 at 6:00:00... System Roots
|2 Actalis Authentication Root CA certificate Sep 22, 2030 at 6:22:02... System Roots
[Z] AddTrust Class 1 CA Root certificate May 30, 2020 at 5:38:31... System Roots
2] AddTrust External CA Root certificate May 30, 2020 at 5:48:38... System Roots
=] Admin-Root-CA certificate Nov 10, 2021 at 1:51:07 AM System Roots
2] AffirmTrust Commercial certificate Dec 31, 2030 at 8:06:06... System Roots
2] AffirmTrust Networking certificate Dec 31, 2030 at 8:08:24... System Roots
[ AffirmTrust Premium certificate Dec 31, 2040 at 8:10:36...  System Roots
[ AffirmTrust Premium ECC certificate Dec 31, 2040 at 8:20:24... System Roots
2] Amazon Root CA 1 certificate Jan 16, 2038 at 6:00:00... System Roots
|=z] Amazon Root CA 2 certificate May 25, 2040 at 7:00:00... System Roots
2] Amazon Root CA 3 certificate May 25, 2040 at 7:00:00... System Roots
[l Amazon Root CA 4 certificate May 25, 2040 at 7:00:00... System Roots
[ ANF Global Root CA certificate Jun 05, 2033 at 12:45:38... System Roots
=] Apple Root CA certificate Feb 09, 2035 at 3:40:36... System Roots
=] Apple Root CA - G2 certificate Apr 30, 2039 at 1:10:09 PM System Roots
2] Apple Root CA - G3 certificate Apr 30, 2039 at 1:19:06 P... System Roots
[ZZ] Apple Root Certificate Authority  certificate Feb 09, 2025 at 6:18:14...  System Roots
|2l ApplicationCA2 Root certificate Mar 12, 2033 at 9:00:00... System Roots
=] Atos TrustedRoot 2011 certificate Dec 31, 2030 at 5:59:59... System Roots

2] Autoridad de...nal CIF A62634068 certificate
2] Autoridad de...Estado Venezolano certificate

Dec 31, 2030 at 2:38:15...
Dec 17, 2030 at 5:59:59...

System Roots
System Roots
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DigiNotar Files for Bankruptcy
in Wake of Devastating Hack

% DigiNotar’

A Dutch certificate authority that suffered a major hack attack this
summer has been unable to recover from the blow and filed for
bankruptcy this week.




SSL Certificate Chains

eaf Certificate

MIIFijCCBHKGAWIBAGIQMarmd TPRa4oupkXT10JK iG9wOBAQSFADB2
MQSWCQYDVQOGEWJVUZELMAKGA 1UECBMCTUKXE jAQBgNVBACTCUFubiBBCmIvC JES
MBAGA1UEChMJSWS50ZXJuZXQyMREWDWYDVQQLEWhIbKNvbW1vb3jE£MBOGA1UEAXMW
SW5Db21tb24gULNBIFN1lcnZlciBDQ MTcy
MzUSNT1aMIHIMQSWCQYDVQQGEWJVUZEOMAWGA LUEERMFMzY ANDkXEDAOBGNVBAGT

Intermediate
BOFsYWJhbWEXGjAYBgNVBACTEUF1YnVybiBVbml22ZXJzaXR5SMSAWHgYDV!
ject Name LY
o ertificate

36849

State/Province Alabama | T BEGIN CERTIFICATE-—-——v
L arei MIIF3jCCA8agAwIBAGIQAf1tMPyjylGoG7xkDjUDLTANBgkqhkiGIwOBAQWFADCB

Loca"ty Auburn University iDELMAKGA1UEBhMCVVMXEZARBGNVBAGTCkS1dyBKZXJz2ZXkxFDASBGNVBACTCOpl

300 Lem Morrision Drive cnN1 YDVQOQ! gVUNFULRSVVNUIES1 jASBgNV
BAMTJVVTRVJUcnVzdC! Q2VydGl lvbi 3
MjAXMDAWMDAWWhCNMzgwMTE4MjM10TUSWjCBiDELMAKGA1UEBhMCVVMXEZARBGNV
BAgGTCk51dyBKZXJzZXkXxFDASBGNVBACTCOplcnNleSBDaXRSMR4WHAYDVQOKEXVU
aGUgVVNFU1RSVVNUIES1dHdvems XL jASBgNVBAMTIVVTRVIUcnVzdCBSUOEGQ2Vy
dGl 1vbiBBdXRob3 1iMAOGCSQGSIb3DQEBAQUAA4 ICDWAWGGIK
AOICAQCAEMUXNg7D2wiz0KxXDXbtzSfTTK1Qg2HiqiBNCS1kCdz0iZ/MPans9s/B
3PHTsdZ7NygRK0£a0Oca80hm0X6a9£22jY0K2dvKpOyuR+0Jv0OwWIJAJPuLodMkY
it :

Organization Auburn University
Organizational Unit  Office of Information Technology
Common Name auburn.edu

Root Certificate

Issuer Name
Country US
State/Province M|
Locality Ann Arbor
Organization Internet2
Organizational Unit InCommon
Common Name InCommon RSA Server CA

Common Name

Issuer Name
Country
State/Province
Locality
Organization
Common Name

InCommon RSA Server CA

us

New Jersey

Jersey City

The USERTRUST Network

USERTrust RSA Certification Authority

Name ——————| [T BEGIN CERTIFICATE-----
Country US MIIF+TCCA+GgAwIBAgIQRYDQ: 4XOWQCKYR jdD: QWFADCB
iDELMAKGA1UEBhMCVVMXEZARBGNVBAGTCk51dyBKZXJzZXkxFDASBGNVBACTCOPL
State/Province M| cnNleSBDa DVQO! .,VV‘NFUIRSWNUIESldevcmst]AngNV
" BAMTJVVTRV. Q2VydGl 1lvbi 0x
Locality Ann Arbor MDA2MDAWMDAWWhCNMjQxMDA1MIM10TUSWSB2MOSWCQYDVQQGEWIJVUZELMAKGA1UE
ety CBMCTUKXE jAQBGNVBACTCUFubiBBcmJve JESMBAGA1UEChMISWS 0ZXJuZXQyMREW
Organization Internet2 DWYDVQQLEwhJbkNvbW1vbjEfMBOGA1UEAXMWSWSDb21tb24gUINBIFNlcnZ1ciBD
Organizational Unit InCommon QTCCASIWDQYJKoZIhveNAQEBBQADGGEPADCCAQOCGGEBAJWb8bsVE2MYFVFRVA+e

XUSNEFj6MJIsX 1N8BV. 1tuzM+3j9INp! 7JcCTv
Hgv?lest:axprOcS/H NtunsxszBSth)RslvsaN'viQs:.12:fvte£kon1/tBPP
0

us
State/Province New Jersey

Country

Locality Jersey City
Organization The USERTRUST Network
Common Name USERTrust RSA Certification Authority

Issuer Name
Country US
State/Province New Jersey
Locality Jersey City
Organization The USERTRUST Network
Common Name USERTrust RSA Certification Authority




SSL Certificate Chains

eaf Certificate

MIIFijCCBHKGAWIBAGIQMarmd TPRa4oupkXT10JK QsFADB2
MQSWCQYDVQOGEWJIVUZELMAKGA 1UECBMCTUKXE jAQBGNVBAC TCUFub.LBchJvc)ES
MBAGA1UEChMJSWS50ZXJuZXQyMREWDWYDVQQLEWhIbKNvbW1vb3jE£MBOGA1UEAXMW
SW5Db21tb24gUINBIFNlcnZlciBDQ MTcy
MzUSNT1aMIHIMQSWCQYDVQQGEWJVUZEOMAWGA LUEERMFMzY ANDkXEDAOBGNVBAGT

Intermediate
BOFsYWJhbWEXGjAYBgNVBACTEUF1YnVybiBVbml22ZXJzaXR5SMSAWHgYDV!
ject Name LY
= ertificate

36849

State/Province Alabama | o BEGIN CERTIFICATE-——on
i . MITF3jCCABagAWIBAGIQAf1tMPyjylGoG7xkDjUDLTANBgkghkiGIwOBAQWFADCE
Locality  Auburn University iDELMAkGA1UEBhMCVVMXEZARBGNVBAGTCkS 1dyBKZXJzZXkxFDASBGNVBACTCOpL
300 Lem Morrision Drive cnNleSBDaXR5MR4wHAYDVQQ gVVNFU1RSVVNUIES1 JjAsSBgNV
BAMTJVVTRVJUCnVzdC] Q2VydGl 1vbi 3
Organization Auburn University M3jAXMDAWMDAWWhCNMzgwMTE4MjM10TUSWjCBiDELMAKGA 1UEBhMCVVMXEZARBGNV
L . i . BAQTCk51dyBKZXJ2ZXkxFDASBGNVBACTCOplcnNleSBDaXR5MRA4WHAYDVQQKEXVU
Organizational Unit  Office of Information Technology aGUgVVNFU1RSVVNUIES 1dHdvems XL jASBgNVBAMTIVVTRVIUcnVZdCBSUOEGQ2Vy . ™
dG1lmaWNhdG1lvbiBBdXRob3JpdHkwggIiMAOGCSGGSIb3DQEBAQUAAL ICDWAWGYIK
Common Name auburn.edu AOICAQCAEMUXNgG7D2wizO0KxXDXbtzS £TTK1Qg2HiqiBNCS1kCdz0iZ/MPans9s/B OO e I I Ca e
3PHTsdZ7NygRK0£a0Oca80hm0X6a9£22jY0K2dvKpOyuR+0Jv0OwWIJAJPuLodMkY
piids :
Issuer Name i Name
----- BEGIN CERTIFICATE-----
Country US Country US MIIF+TCCA+GgAWIBAGIQRyDQ+0VGGR4XoWQCKYRIADANBgkqhkiGIwOBAQWFADCE
State/Province M ) iDELMAkGA1UEBhMCVVMXEZARBGNVBAGTCk51dyBKZXJzZXkxFDASBGNVBACTCOPL
State/Province M| cnNleSBDa DVQO! JgVV‘NFUlRSWNUIESldevcmst]AngW
134 . BAMTJVVTRV. ﬂ7VYd{‘1 1vbi Qx
Locality  Ann Arbor Locality Ann Arbor MDA2MDAWMDAWWhCNMjQxMDA1IMM10TUSWB2MOsWCQYDVQQGEWIJVUZELMAKGA1UE

Organization Internet2 T CBMCTUKXEjAQBgNVBACTCUFubiBBcmJve JESMBAGA1UEChMISWS 02X JuZXQyMREW
. rg X Organization Internet2 DwYDVQQLEthkavbwlvbjBfHBOGAlUEAwaSWsDbZ1thAgUlNBIPN15n21ciBD
Organizational Unit InCommon Organizational Unit InCommon e tnaet O
Common Name InCommon RSA Server CA Common Name InCommon RSA Server CA HgVQIeStJaXprOCS/H NtunsxszBShJORslvsaN'N :
0

Issuer Name
Country US
State/Province New Jersey
Locality Jersey City
Organization The USERTRUST Network
Common Name USERTrust RSA Certification Authority

The USERTRUST Network
ame USERTrust RSA Certification Authority

Malicious Leaf

am =

Issuer Name

Country US

----- BEGIN CERTIFICATE----- -====-BEGIN CERTIFICATE----- State/Province New Jersey
MIIFijCCBHKgAWIBAGIQMarmd TPRadoupkXT10JKBT FADB2 MIIF3jg ) i
MstCQYDVQQGEwJVUzBLMAkGAlU‘BCBHCTkaBjAQBgNV‘BAcTCUFub1BchJVCJES iDELMA Locality Jersey City
MBAGA1UEChMJSW50Z YDVQQLEwh. 1vb3jE£MBOGA1UEAXMW cnNles s .
SW5Db21tb24gU1NBIFNlCnZ1ciBDQTAEF wOyMDAOMTCy BAMTJV| wHhCNMTAW Prganization The USERTRUST Network
MzUSNT1aMIHIMQSWCQYDVQQGEWJVUZEOMAWGA 1UEERMFMzY ANDkXEDAOBGNVBAGT M3jAXMDA I .
BOFSYWJhbWExXGAYBGNVBACTEUF 1¥nVybiBVbml 22XJzaXR5SMSAWHGYDVOQIEXCZ BAGTCK5 biect Name gon Name  USERTrust RSA Certification Authority
MDA U
dHk: j Name Country US

igy Country US State/Province M|
:2; 36849 Locality Ann Arbor
2At State/Province Alabama Organization Internet2

Locality Auburn University Organizational Unit InCommon

300 Lem Morrision Drive Common Name InCommon RSA Server CA

Organization Auburn University Hg93jlul
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When issuing an SSL cert, CA must notify
3" parties of the details of the certificate
Will eventually be a repository of all
currently-valid SSL certificates.

Certificate Transparency Search Tool

auburn.edu Search Include expired certificates " Include subdomains (partial match)
opy Link to These Results
&1 | Export to Excel Export to CSV

-~ Issuer Name x

Issuer Name ~  SerialNum... .  SubjectCN +v ValidF... . ValidTo ~  Validat... . SigningAlgori... . Key v Link

4+ COMODO CA Limited (4)

COMODO CA Limited a7fd44fd38c48f1...  ssl712430.cloudflaressl.c...  2019-09-08 2020-03-16 non-EV SHA-256 RSA-2048 Copy Link
COMODO CA Limited beeeabf7d734fa...  ssl712431.cloudflaressl.c... 2019-09-08 2020-03-16 non-EV ecdsa-with-Sha256 EC-256 Copy Link
COMODO CA Limited a7fd44fd38c48f1...  ssI712430.cloudflaressl.c...  2019-09-08 2020-03-16 non-EV SHA-256 RSA-2048 Copy Link
COMODO CA Limited beeeabf7d734fa...  ssI712431.cloudflaressl.c... 2019-09-08 2020-03-16 non-EV ecdsa-with-Sha256 EC-256 Copy Link

4 Internet2 (1)

Internet2 31aae6e133d16...  auburn.edu 2017-04-18 2020-04-17 non-EV SHA-256 RSA-2048 Copy Link
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= Single round-trip
required for full

connection

TLS 1.3 Full Handshake

‘Client Server:

BT = ~100ms latency
|

Handshake (one round trip)

,. | Starting here, - May reCIUIre

Certificate chain di:‘c:ri;::ei; addlthna| due tO
optimistic contents

Application



TLS 1.3 (Early Data)

« TLS 1.3 cansendan = Request is protected by

HTTP request in the previous session’s key
first message material

= “early data” = Can (but shouldn’t) be

« “ORTT request” processed immediately
Client Server Client Server

Client Hello

Session Ticket (PSK)
Key share

HTTP GET

Finished
HTTP GET

Al covorane A ciovorare

https://blog.cloudflare.com/tls-1-3-overview-and-q-and-a/
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The QUIC (“quick”) protocol is a UDP-
based alternative to TLS designed by
Google for experimenting with new ideas.

Similar to TLS but some major changes
Heavily contributed to features and
structure of HTTP/2 and TLSv1.3
HTTP/3 uses QUIC instead of TLS

= Standardized in June 2023 (RFC 9114)
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The Secure Shell (SSH) protocol is a widely-
used secure channel optimized for terminal-
access and administration.

Significantly different approach from TLS
Mandatory bi-directional authentication
PKI-style authentication exists but rarely used
= Does NOT use the same root CAs as TLS
Almost always Trust on First Use (TOFU)
authentication
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Trust On First Use (TOFU) is an alternative

solution to the key-distribution problem
where keys are “pinned” after initial
connection.

Similar to HSTS in security trade-offs
= Assume the very-first connection is safe

= As long as key doesn’t change, not MitM
Can be used in almost any protocol but
mostly limited to SSH



TLS vs. SSH

TLS
Client rarely
authenticated
Almost always PKI for
auth (CAs + SSL certs)
Lots of optimization for
static(ish) content
Large number of
connections to large
number of hosts
= Minimal/Optimized setup

SSH
Forced Bi-directional
authentication
Almost always auth via
manual-config + TOFU
Focused on real-time &
bi-directional data
Small number of
connections to small
number of hosts
= Very verbose setup



VPNs H
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A Virtual Private Network (VPN) is a logical
concept through which a remote client

appears on the local network by use of a
multiplexed secure channel.

Many different protocols can be used



<

<KEX protocol>

Security
Database

>

Security
Database

<protection protocol>

Attempted to explicitly
decouple responsibilities

Can mix-and-match
protocols for needs

= Think of as a “security
protocol stack”

Revolves around
"Security Associations”



Types of VP

Ns

Virtual Private Network

(VPN)
1

Provider Provisioned

Customer Provisioned

VPN (PPVPNSs) VPNs
| |
| | | |
Site-to-Site Remote Access Remote Access Site-to-Site
I
I | 1 [ | .|
Layer 1 VPNs (L1VPN) Layer 2 VPNs (L2VPN) Layer 3 VPNs (L3VPN) IPsec GRE  IP-in-IP
|
GMPLS Compulsory Tunnel Voluntary Tunnel
I | Mode / N?S—Initiated Mode / Client-Initiated
) . inoint-to- | | 1
Point-to-point (P2P) Multipoint-to
(VPWS) Multipoint (M2M) L2F PPTP L2TPv2/v3
| | | | | |
Virtual Private LAN IP-only PPTP L2TPv2/v3 IPsec SSL/TLS
Service (VPLS) LAN Service
(IPLS)
I 1 ced I
L2 Transport-Based 802.1Q Tunneling PE-base CE-based
L2TPv3 Based L2 Transport-Based L2TPv3 Based IPsec GRE  IP-in-IP
(AToM) Virtual Router (VR
BGP/MPLS irtual Router (VR)
Based
| |
| ] | | |
TDP/LDP/RSVP IPsec L2TPv3 GRE IP-in-IP

Signalled LSPs



VPN Specifications




ecifications

Obsoleted by: 5996 INFORMATIONAL
Errata Exist L
| Network Working Group P. Eronen PROPOSED STANDARD
Request for Comments: 4718 Nokia
Q category: Informational P. Hoffman ptwork Working Group P. Hoffman
VPN Consortium pquest for Comments: 4109 VPN Consortium
ﬂ October 2006 pdates: 2409 May 2005
Obsoleted by: 7296 PROPOSED STANDARD
q IKEv2 Clarifications and Implementation Guidelines Updated by: 5998, 6989 Errata Exist
Internet Engineering Task Force (IETF) C. Kaufman
Request for Comments: 5996 Microsoft
letes: 4306, 4718 P. Hoffman
HISTORIC jgory: Standards Track VPN Consortium
Networ Errata Exist jer Check Point
Reques| Internet Engineering Task Force (IETF) E. Ertekin phnt P. Eronen
Catego Request for Comments: 5858 C. Christou Independent
Category: Standards Track Booz Allen Hamilton September 2010
ISSN: 2070-1721 C. Bormann Sl o
Universitaet Bremen TZI
May 2010 force (IETF) S. Shen
Huawei fon 2 (IKEv2)
Y. Mao |
IPsec Extensions to Support Robust Header Compression over IPsec Hangzhou H3C Tech. Co., Ltd.
Request for Comments: 243 . le s nss. ';“r:hy PROPOSED STANDARD
Category: Standards Trac reescale Semiconductor |
July 2010 D. Maughan
bnal Security Agency
Using Advanced Encryption Standard Counter Mode (AES-CTR) M. Schertler
. with the Internet Key Exchange version 02 (IKEv2) Protocol
Obsoleted by: 6071 Y g ( ) PROPOSED STANDARD
Network Working Group R. Thayer | yetwork Working Group R. Atkinson
Request for Comments: 2411 Sable Technology Corporation | peguest for Comments: 1826 Naval Research Laboratory
Category: Informational N. Doraswamy . @tandarde m X 2 £ 1008
Category:
Bay Networks PROPOSED STANDARD
R. Glenn Errata Exist
NIST Internet Engineering Task Force (IETF) Y. Nir
November 1998 Request for Comments: 7634 Check Point
. Category: Standards Track August 2015
Security| 1ssn: 2070-1721
IP Security
Document Roadmap ChaCha20, Poly1305, and Their Use

in the Internet Key Exchange Protocol (IKE) and IPsec




VPNs ’A‘
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A Virtual Private Network (VPN) is a logical
concept through which a remote client

appears on the local network by use of a
multiplexed secure channel.

Many different protocols can be used
IKE+IPSec is a common implementation
Can connect two remote-networks as 1



Site-to-Site VPN

= VPN is handled by
network nodes

= “Along ethernet cable”

= Clients are unaware
of its existence due to
being handled by
network infrastructure




A Virtual Private Network (VPN) is a logical
concept through which a remote client
appears on the local network by use of a
multiplexed secure channel.

Many different protocols can be used
IKE+IPSec is a common implementation
Can connect two remote-networks as 1
Can be used on a client-server construction



&= ExpressVPN

The best anon
protection

ExpressVPN's core mission is to enat
with the help of a VPN. We're not onl
transparent about the information w
connection logs. And we invite indej

and technology.

= (B YouTube

&

Google Play

> M O T a——

Nostalgia Critic S12 « E29
The Lion King - Nostalgia Critic

1,708,198 views * Jul 17,2019 5 43K CJ 32K ) SHARE =+ SAVE ...

J,.-L

%ﬁ' Channel Awgsome@ SUBSCRIBE
ey 1.27M subscribers

Go to https://expressvpn.com/nostalgiacritic, to take back your Internet privacy TODAY and find out
how you can get 3 months free.

SHOW MORE

kward to
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= The type you are
normally accustomed
to thinking about




What are VPN Trade-Offs? ?Aﬁ;..‘
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What are the advantages

and disadvantages of
using a VPN?

(discuss)



VPN Upsides

= Allow obfuscation of
client’s source

= Source-ASN may leak
identity

= Hide the client’s
geolocation




VPN Upsides

= Mixes client’s traffic

with all other users of
VPN’s traffic




VPN Upsides

« Prevents client-side
“last mile” network
attacks
= Wifi sniffing
= |SP interference




VPN Downsides

= Large amount of trust
iIn VPN server

= See all traffic
= Can inject traffic




VPN Downsides

= Privacy properties are
often greatly
exaggerated




VPN Downsides

= Server-side network
attacker can dox

Server-side

implementation can
be forced to dox




VPN Downsides

BLEEPINGCOMPUTER

Home > News , Security » Cyberstalking Suspect Arrested After VPN Providers Shared Logs With the FBI
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Cyberstalking Suspect Arrested After VPN Providers
Shared Logs With the FBI

By Catalin Cimpanu

October 7, 2017 08:55 AM 10

VPN providers often advertise their products as a method of surfing the web
anonymously, claiming they never store logs of user activity, but a recent criminal case
shows that at least some, do store user activity logs.




VPN Downsides

MalwarebytesLags

Search Labs Q sUBSCRIBE [N\

21 million free VPN users’ data exposed

Posted: March 3, 2021 by David Ruiz
Last updated: March 5, 2021




Mix Networks AT
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Mix Networks (Mix-Nets) are a type of
high-latency anonymous network which
relies on bounces among nodes with other
messages for protections.
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Mix-Nets

Client sends
message to network

Nodes delay random
amount of time

Nodes sends random
selection of nodes

Repeat



Extremely Slow
Require large
networks and high
through-put

Non-linear scaling
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